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NEW REQUIREMENTS OF THE
DIGITAL PRIVACY ACT (BILL S-4)

PRIVACY BULLETIN

Bill S-4, the Digital Privacy Act, the federal government’s latest attempt to reform
PIPEDA was proclaimed on June 18, 2015. This Bill is now in effect except for the breach
notification regulations which have not yet been released and therefore, the breach
notification section will come into effect at a later date.
The government has modernized and broadened the
regulatory powers of the Executive Branch. This may
result in more flexibility to pass clarifying regulations as
issues arise under PIPEDA. Clause 24 of Bill S-4 modifies
section 28 of PIPEDA to provide that every organization
that knowingly contravenes the new sections of PIPEDA
requiring organizations to record and report breaches
of security safeguards or obstructs the Commissioner
in the investigation of a complaint or in conducting an
audit will now be liable for fines of up to $100,000 for
indictable offences, or for fines of up to $10,000 for
offences punishable on summary conviction.

Commissioner of Canada (OPC), if it is “reasonable in
the circumstances to believe that the breach creates a
real risk of significant harm to an individual”. This allows
for additional specificity via regulations (e.g. timing,
form and manner, level of information, etc.) and the
development of guidelines, as necessary. The definition
of “significant harm” is an open-ended definition that
includes bodily harm, humiliation, damage to reputation
or relationships, loss of employment, business or
professional opportunities, financial loss, identity theft,
negative effects on the credit record and damage to or
loss of property (new section 10.1(7)).

The government is also granting the Commissioner
additional powers to enter into enforceable
compliance agreements with organizations. These
compliance agreements may include any terms that
the Commissioner considers necessary to ensure
compliance with PIPEDA. If the organization does not
fulfil the terms of the compliance agreement to the
satisfaction of the Commissioner, the Commissioner
may seek a mandatory order from the Federal Court to
require compliance with the agreement. It is important
to note that a compliance agreement does not provide
immunity to the organization from an action by an
individual for compensation or from prosecution for
an offence.

The factors for identifying whether there is a real risk
of significant harm in Bill S-4 are “the sensitivity of
the personal information involved in the breach” and
“the probability that the personal information has been,
is being or will be misused” as well as “any other
prescribed factor” (new section 10.1(8)). The contents,
form and timeline for issuing a notification are as
follows:

The main changes of Bill S-4 can be summarized
as follows:

BREACH NOTIFICATION REQUIREMENT
Bill S-4 introduces under new sections 10.1 through
10.3 an explicit obligation to notify individuals in cases
of breaches, and report to the Office of the Privacy

■■ The notification must contain “sufficient
information” to allow an individual to understand
the significance of the breach and to take steps
to mitigate or reduce any harm to him or herself
that could result from it. Any other “prescribed
information” that could be required under
regulations in the future must also be included
(new section 10.1(4)).
■■ The notification must be “conspicuous” and given
directly to the individual, provided it is feasible to
do so (new section 10.1(5)).
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■■ The notification must be provided “as soon as
feasible” after a breach has occurred. However,
if a government institution requests that the
organization delay notification for a criminal
investigation relating to the breach, then
the notification shall not be given until
the organization is authorized to do so
(new section 10.1(6)).
New section 10.2 also states that an organization that
notifies an individual of a breach must also notify any
other organization or government institution that can
reduce the risk or mitigate the harm from the breach.
An organization can also make limited disclosure of
the personal information to such an organization or
government institution without the individual’s
consent in order to reduce the risk or mitigate the
harm resulting from the breach.

BREACH RECORD KEEPING REQUIREMENT
Bill S-4 introduces a new section (10.3) requiring
organizations to keep and maintain records of every
breach of security safeguards involving personal
information under their control. These records must be
provided to the Privacy Commissioner on request. The
proposed amendments provide no details on record
retention periods, the manner in which records must
be designed and maintained, and the level of detail
required in the report. Also, there is no threshold, so
one may consider that all breaches (even trivial or
inconsequential breaches) must be logged.

DISCLOSURE WITHOUT CONSENT
New PIPEDA sections 7(3)(d.1) and (d.2), proposed
in clause 6(10) of Bill S-4, would permit an
organization to disclose the personal information
without the knowledge or consent of its customers
to another organization (for example, from one
business to another) in order to investigate a breach
of an agreement or a contravention (or anticipated
contravention) of a federal or provincial law where it is
reasonable to expect that obtaining the consent from
the individual for the disclosure would compromise the
investigation (new section 7(3)(d.1)). This is connected
to the removal of the concept of “investigative bodies”
from PIPEDA (under the investigative body scheme,
the Governor in Council could approve (by regulation)
specific bodies or categories of bodies to which
organizations could disclose personal information
under defined circumstances).

Furthermore, a similar disclosure provision is provided
for the purposes of detecting or suppressing fraud
(new section 7(3)(d.2 )). As well, new section 7(3)(d.3 )
allows disclosure without consent to a government
institution or to the individual’s next of kin or authorized
representative if there are reasonable grounds to
believe that the individual has been the victim of
“financial abuse,” and where it is reasonable to expect
that obtaining the consent from the individual for the
disclosure would compromise the ability to prevent or
investigate the abuse.

DISCLOSURE OF INFORMATION IN A
BUSINESS TRANSACTION
Clause 7 of Bill S-4 allows organizations to share personal
information without an individual’s consent for the purpose
of engaging in a due diligence process for a “prospective
business transaction” where such information is necessary
to determine whether to proceed with the transaction or
to complete it. The organization that receives the personal
information must: (i) use and disclose it solely for purposes
related to the transaction; (ii) protect it with appropriate
security safeguards; and (iii) return the information or
destroy it within a reasonable time if the transaction does
not proceed (new section 7.2(1)). Once the business
transaction is completed, new PIPEDA s. 7.2(2) would
allow parties to the transaction to use and disclose
personal information disclosed under s. 7.2(1) without
the knowledge and consent of the individuals, if certain
steps are followed.
Once a business transaction is completed, the
organizations that have exchanged personal information
may use and disclose it without the knowledge or consent
of the individuals involved if the personal information is
needed to carry on the business or activity that was the
object of the transaction, under an agreement that it must
be used and disclosed solely for the original reasons
it was collected. That agreement must also provide
appropriate security safeguards, and must stipulate that
the organizations will honour any withdrawal of consent
by the individuals involved. New PIPEDA section 7.2(2)(c)
requires that the individual be notified of the transaction
and the fact that their personal information was disclosed,
similar to B.C.’s PIPA (section 20(3)(c)).
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BUSINESS CONTACT INFORMATION
The government has introduced an exemption from
the requirement for consent for the collection, use and
disclosure of business contact information when used
solely for the purpose of communicating or facilitating
communication with the individual in relation to their
employment, business or profession. However, the
government has tweaked the definition of business
contact information as “any information that is used
for the purpose of communicating or facilitating
communication with an individual in relation to
their employment”.

EMPLOYEE INFORMATION AND WORK
PRODUCT INFORMATION EXCEPTIONS
Clause 7 also modifies the consent requirements for the
collection, use and disclosure of the personal information
of employees of federal works, undertakings and
businesses. Employers will now be able to collect, use
and disclose employee information without consent if it is
needed to “establish, manage or terminate” employment,
provided the employee in question has been notified why
the information is being or may be collected, used or
disclosed (new section 7.3). Exceptions for the collection,
use and disclosure of work product information have also
been introduced.

CHANGES TO CONSENT
Clause 5 of Bill S-4 includes a revised “valid consent”
provision (PIPEDA, s. 6.1), by shifting from a subjective
standard to a more objective standard. The current

requirement to obtain consent in PIPEDA contained in
s. 4.3.2 of Schedule 1, requires that organizations shall
make a reasonable effort to ensure that the individual is
advised of the purposes for which the information will
be used.
New section 6.1 is clarifying that an individual’s consent
to the collection, use or disclosure of his or her personal
information is valid only “if it is reasonable to expect
that an individual to whom the organization’s activities
are directed would understand the nature, purpose and
consequences of the collection, use or disclosure of the
personal information to which they are consenting.”
Since this section aims to ensure that the privacy policies
and notification practices of organizations covered by
PIPEDA clearly and directly inform individuals about
the ramifications of sharing personal information with
these organizations, organizations should review their
privacy notices or policies to ensure compliance with
this requirement. As a matter of fact, this new section
endeavours to make sure that privacy policies and
practices do not try to force or mislead individuals into
giving such information to the organizations.
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